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(Product will be purchased as Per requirement of Installation and Location Points of the Institution)
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- Chipset: ' Qualcomm IPQ 52+QCN5022+QCAB0T1

- Mounting: Ceiling / wall
- Antenna Type: Internal
Access Point - Number Of Radios: 2

- Frequency Band:  Dual band
Brand- Cisco/D- *
1 I Each Supported Wi-fi Standands 802. 113 /b/g/n /BC/GX

Link/Digisol /TP - Max Wireless Signal Range imMts:
Link/Mimosa = Channel Width (MHz): 30 MH2
- Maximum Data Rate MBps: 1800
- Supported Encryption: WEP/WPA2/AES/WPA3
- Receiver Sensitivity in db: -94
-WLAN Controller Architecture ‘ " ﬂg

- The wireless controller shall have 5 R)-45 auto-sensing 10/100/1000 ports ((IEEE 802.3 Type 10Base-T, iy
IEEE 802.3u Type 100Base-TX, IEEE 802. 3ab Type 1000Base-T) ; f
- The wireless controller should have 4 x WAN ports & three convertlb!e ports for load balancmgTwo :
fixed LAN ports & three convertible ports

- Shall support IEEE 802.11b/g/n/ac/ax Access Points for centrallzed management and control

- The device should support DMZ function for server hosting a ppl:catlons

- Shall support up to 256 AP's and 256 (over NAT/WAN ) and Unlimited user ( w/o WAN ) from DAY 1.
APs and controller should be'of same OEM.

- The wireless controller shall be w 19" Rack-Mountable (the rack mountlng kit shall be included)

- CPU MT7621,DDR 512M,Flash 16M '

- WLAN Controller Mobility Features

- Shall support fast roaming prowdmg service transparency and fast hand-offs across Access Points within
and across subnet boundaries g ;

- Shall support QoS and security services which follow users as they roam

- Shall have full-service capabilities for wnreless networks controlled across the WAN

Wireless | ~shall support central configuration of virtual service communities (or SSIDs) QoS, authentication,
Controller Brand- encryption
2 | Cisco/D- Each Configuration /
Link/Digisol/TP :
Link/Mimosa - Network Authentication; WPA2/WPA3-PSK and WPA2/WPA3-Enterprise.

- Encryption Algorithm: AES as per. IEEE 802.111 requirements. 4
- AAA (authentication, authorlzation and accounting) : AAA using RADIUS lntegratlon with external client 7

- WLAN Controller Management & Other Features

- Shall control a network of 256 Access points ensuring consistent security, QoS, and roaming services
from AP to AP ;
- Shall have scalability consistent in 802.11 a/b/g and 802,11n networks ,“4
- Shall support auto AP discovery, monitoring and configuration through CAP/WAP protocol 7
- Shall support central man gement of wireless access point operating modes g
- Shall support plug-amp:% auto-discovery and software installation for easy access point deployment ’f//

- Shall have easy-to-use w'eb-based administrator interface : : j
- Shall support accurate seamless integration with wired network, leveraging existing 12/13 infrastructure j;:rr

resources, e.g.,, QoS, and External RADIUS AAA




Layer 3 switch 24
Port .
10/100/1000Mbp
s with 4 x 1G/10G
SFP+ ports

Brand- Cisco/D-
 Link/Digisol/TP
Link/Mimosa

Each

- hould be from
same make for better OIIOOIIODOBaseT+ 4 x 10GE (SFP+). All syvitches and modules s

lity a
-Management Port: 1 xRigs Et:y nd management,

interface efnet Management port, 1 x RJ 45 Console port and 1X U2
- Switching Capacity 128 Gbps

-Flash:  32MB SPI &128M8B NAND

-RAM: 512M8

- MAC Address: 16K

-CPU:  ARM7800M

- Packet Buffer Memory: 1.5MB
- Routing Table: Max 1K
- ACL Table: Max 1K

- Relative Humidity: 10%~90% non-condensing
~Temperature: . Working 0°C50°C, storage 40'C~75°C
- Pawer Supply: AC: 100~240VAC
- L2 Features: Switch should support IEEE802.3(10Base-T), [EEE802.3u(100Base-TX),
IEEEB02.32(1000BASE-X), IEEESOZ.Sab(lOOOBase—T), IEEE802,3ae(10GBase), IEEE802.3x,
|EEEB02.3ak(10GBASE-CX4)

Switch should support ?ort loopback detection, N:1 Port Mirroring

Switch should support LLDP, LLDP-MED and UDLD

Switch should support 802.3ad LACP, max 128 group trunks with max 8 ports for each trunk
and LACP load balancing ‘ /

Switch should support RSPAN and ERSPAN

Switch should support IEEEEB02.1d{STP), IEEEE802.1w(RSTP), IEEEE802.15(MSTP)

Switch should support Root Guard, BPDU Guard, BPDU Tunnel

Switch should support MAC VLAN, Voice VLAN, PVLAN, Protocol VLAN, Multicast VLAN and
N:1 VLAN Translation . Al ' '

Switch should support QinQ, Selective QinQ, Flexible QinQ

Switch should support Broadcast/Multicast/Unicast Storm Control

Switch should support Upto 4 Units per stack, 40 Gbps stacking bandwidth

Switch should support IGMP v1/v2/v3 Snooping and IGMP Proxy

Switch should support ND'Snooping and MLDv1/v2 Snooping
-13 Features: Switch should support Static Routing, RIPv1/v2, OSPFv2;BG P4,0SPFv3, BGP4+
Switch should support LPM Routing, and Policy-based Routing (PBR) for IPv4 and IPve
Switch should support VRRP, URPF, ECMP, BFD
Switch should support DVMRP, PIM-DM, PIM-SM, PIM-SSM, Any Cast RP, MSDP
Switch should support Static Multicast Route and Multicast Receive Control
Switch should support lllegal Multicast Source Detect q
Switch should support ARP. Guard, Local ARP proxy, Proxy ARP, ARP Binding, Gratuitous ARP,
ARP Limit 1 i
Switch should support Anti ARP/NDP Cheat, Anti ARP/NDP Scan, Dynamic ARP Inspection (DAl)

Switch should support DNS Client, DNS Relay
Switch should support 6to4 Tunnel, Configured Tunnel, ISATAP Tunnel, GRE Tunnel
+/; Switch should support IPv6'LPM Routing, IPv6 Policy-based Routing (PBR)
- Qos: -/ Switch'should support Traffic Classification Based on'802.1p COS, ToS, DiffServ DSCP, ACL, Port
number / i
Switch should support SWRR, SP, DWRR, WRED, SDWRR

| ~ACL: Switch should support IP ACL, MAC ACL, IP-MAC ACL

Switch should support Standard and Extended ACL Based on source/destination IP or MAC, IP
Protocol, TCP/UDP port, DSEP, ToS, IP Precedence; VLAN, Tag/Untag, Co$
., Switch should support REDIRECT and Accounting based ACL
Switch should su:‘pport Rules can be configured to port, VLAN, VLAN routing interfaces
Switch should support Time Ranged ACL
- Security: Switch should support 802.1x AAA -
¢ Switch should support Port and MAC based authentication
Switch should support Accounting based on time length & traffic
Switch should support Guest VLAN and auto VLAN
Switch should support RADIUS for IPv4 and IPv6, TACACS+ for IPv4 and Ipyg and MAB

| -onep: . Switch should support DHCP Server/Client for IPvd/IPv6, DHCP Relay/Option 82, pHCp
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